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Agenda

* Introductions
 Medicare Data Extracts
« Use of the MDAPM Exchange Portal

* Questions
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INTRODUCTIONS
..
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This session will cover

« What is in your Medicare data extracts

 How to access your Medicare data

— Firsttime log Iin
— Logging in

— Downloading data and logging out

g
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MEDICARE DATA EXTRACTS
..

Overview
Content and Use
Differences from ACO Files

LMG\ROUP lewin.com | 5



Medicare Data Extracts: Overview

Extracts are hospital-specific

Eleven (11) files provided to each hospital each month
— Content and formats closely resemble data provided to NextGen ACOs

— The data files are considered Protected Health Information (PHI)

Contain multiyear data for the period ending with the last day of
the Reporting Month

— E.g., July extracts contain data up through June 30

Medicare Claims, enrollment and clinical data for patients
admitted to your hospital in the multiyear observation period

— Patients who were not residents of Maryland at the time of admission are
excluded



Medicare Data Extracts: Overview (con’t)

Part A Header File Part D File

Part A Revenue Center Detall Beneficiary Demographics File
Part A Procedure Codes File Beneficiary XREF File

Part A Diagnosis Codes File Summary Statistics Header Record
Part B Physicians File Summary Statistics Detail Records

Part B DME File

 All data files available in both SAS and Comma Separated
Values (CSV) formats

+ Additional supplemental files include the technical specifications
and a data dictionary

g
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Part A Header File

e Contents

— Summary claims from
 Home Health Agencies (HHAS)

 Skilled Nursing Facilities (SNFs)
« acute care hospitals (inpatient and outpatient claims)

* hospice facilities

e Uses

— Provides beneficiary-level spending on facility services (overall, by
diagnostic related group (DRG), or by principal diagnosis)

— Permits calculation of proportion of services for the hospital’s Medicare
beneficiaries that are provided by the hospital versus non-hospital
providers

N
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Part A Revenue Center Detall File

 Contents
— Line-item level detail for each claim from the Part A Claims Header File

— Healthcare common procedure coding system (HCPCS) for each service
received, as well as the date the service was received

* The file does not contain payment amounts for individual
services

— Use Part A claim header record to identify payment amounts in line-item
records

* Uses
— To identify costs by types of service

g
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Part A Procedure Codes Files

e Contents

— Detailed information regarding the claims from the Part A Claims Header
File, such as the type of procedure performed and the date it was
performed

e Uses

— This file can be used in conjunction with the Part A Claims Header File to
aggregate services by procedure

g
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Part A Diagnhosis Codes Files

e Contents

— Diagnosis codes for the principal diagnosis, as well as all secondary
diagnoses from the Part A Claims Header File

— Secondary diagnoses can be distinguished from one another using the
unique claim identifier

e Uses

— Used in conjunction with the Part A Claims Header File to identify
secondary diagnoses that are associated with a given principal diagnosis

g
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Part B Physicians File

 Contents

Services delivered by physicians, practitioners, and suppliers
Both claim level and line level information

At the claim level, the file contains date of service, HICN, and type of claim
(Durable Medical Equipment, Prosthetics, Orthotics, and Supplies
(DMEPOS) or non-DMEPOS)

At the line level, the file contains provider specialty, date of service,
HCPCS code, payment amount, diagnosis code, primary payer, provider
Taxpayer Identification Number (TIN), and rendering NPI number

* Uses
— To identify the proportion of total Part B services supplied by specific

providers

N
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Part B DME File

 Contents
— Claim-level and line-level information

— Claim-level information includes:

 date of service
* type of claim submitted (DMEPQOS versus non-DMEPQOS)

— Line-level information includes:
» date of service
« HCPCS code
* payment amount
 ordering NPl number
« paid to NPl number

* Uses
— To identify the types of DME being supplied to Medicare beneficiaries

g
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Part D File

« Contents
— Prescription drug information at the beneficiary level

— Some of the data elements in this file include
- National Drug Code (NDC)

 quantity dispensed

« days supply

 prescribing provider ID

« service provider ID (e.g., pharmacist)

* patient payment amount

e Uses

— To determine the medications prescribed to Medicare beneficiaries and the
costs of the medication, including cost sharing

N
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Beneficiary Demographics

e Contents

— Demographic characteristics of patients admitted to your hospital,
including

e current HICN

« Beneficiary ID

« ZIP code

 date of birth (DOB)

* sex

* race

* Medicare Status Code
 dual eligibility status

— This file also contains hospice information

e Uses

— ldentify the key patient characteristics and help identify populations or
communities that are over/under utilizers



Beneficiary XREF File

e Contents

— The beneficiary’s current HICN and any previous HICNSs, along with their
associated start/end dates

« For example, if a beneficiary becomes a widow or widower or remarries, the
beneficiary’s HICN is likely to change

— Beneficiary ID (BENE_ID), which remains stable over time, is also
provided

* Uses
— Provides ability to link claims from a unique beneficiary over time

g
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Summary Statistics and Supplemental Files

« The Summary Statistics and Details Files contain record counts
for each file sent to the hospital

« Technical Specifications Document

— Provides information describing how each data file was constructed and its
contents

- Data Dictionary
— Provides brief description of the variables in the data

g
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Differences from ACO Files

« Coding of geographic variables
— MD Hospital Extracts use Social Security Administration taxonomy
— ACO Extracts use Federal Information Processing Standard (FIPS) codes

« Variables excluded from MD Hospital extracts
— Claim Adjustment Type code
— Claim Provider Type code

- Additional variables added to MD Hospital Extracts
— Medicare BENE_ID

N
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QUESTIONS?
]
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USE OF THE MDAPM EXCHANGE PORTAL ON THE

CCW
..

MDAPM Exchange Portal on the CCW

CCW System Requirements

Preparing for First Time Log In

Future Visits: Logging into the MDAPM Exchange Portal on the CCW VRDC
Downloading Your Medicare Data
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MDAPM Exchange Portal on the CCW

 Data will be stored on the Chronic Condition Data Warehouse
(CCW) Virtual Research Data Center (VRDC)

— A Web-based secure file transfer system (CCW SFTS)
« Securely houses data
* Encrypts data upon download
« Mechanism for securely exchanging data including PHI or PII

« Other CMMI models utilize the CCW SFTS to transfer data

« Each participating hospital will have its own designated folder
— Users cannot access another hospital’s data

N
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CCW System Requirements

Supported Web browsers are the current version and one
previous version of Microsoft Internet Explorer

— To take advantage of the full functionality of the CCW STFES features,
Microsoft Internet Explorer is recommended

Currently supports Windows 7 or newer operating systems
— Does not support MAC

Disable caching

Requires Multi-Factor Authentication (MFA)

Must have enough free disk space to hold the file to be
downloaded



Preparing for First Time Log In

Prerequisites for first time log in
— Your CCW account registration must be complete

— CCW Access Request System (CARS), via CCW Help, has provided
you, via email, with your CCW User ID and password

« Within 5 business days of completing the account registration
process you will receive an invitation to an online Security
Awareness Training (SAT)

* The invitation will be sent via email from CCW Help and will
Include a link to the SAT

« Upon successful completion of the SAT, you will need to submit
your SAT Certification via email to CCWHelp@GDIT.com

g
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Preparing for First Time Log In (con’t)

« Within 5 business days of submitting your SAT Certification, you
will receive a “First Login” email from CCW Help

« This email will provide:

— Your CCW User ID and a temporary password (which you will later
change)

— ALink to the CCW First Login and User Next Steps guide, which
contains instructions for completing three important steps:

« Downloading a Symantec VIP token for Multifactor Authentication
(MFA);

» Registering your Symantec VIP token
* Logging in to the CCW SFTS for the first time

N
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Multi-Factor Authentication

 Multi-Factor authentication is required, which includes user ID,
password and “soft” random number security code (“credential”)

— User ID and Password provided by CCW Help

— “Soft” credential provided via VIP App for desktop or mobile device

* Download Symantec VIP App before starting the log in process

N
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Future Visits: Logging into the MDAPM Portal
on the CCW VRDC

* Log in to the portal with your:
— User ID

— password

— Symantec VIP Access security code (changes every 30 seconds)

« Users must change their CCW password every 60 days to
remain active

g
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Downloading Your Medicare Data

Users will receive an email notice when new data is available
— Data will be updated every 30 days

— The emall notification will include a link to the CCW SFTS at
https://sfts.ccwdata.org/ as well as a link to the CCW SFTS User Guide

Once in your hospital’s download folder
— Select the file for download

— Save data to local drive

Delete older files on User systems

Log out after downloading your Medicare data


https://sfts.ccwdata.org/

Upcoming Webinars

« Webinar 6: 9:00am EST, Friday, January 13, 2017
— Care Partner Agreements

« Webinar 7: 9:00am EST, Friday, February 3, 2017
— Care Redesign Program Monitoring

The FAQ on the CCIP and HCIP are now posted on the
HSCRC website:

http://www.hscrc.state.md.us/care-redesign.cfm

g
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QUESTIONS?
]

For all information regarding the Care Redesign Programs please
visit: http://www.hscrc.maryland.gov/care-redesign.cfm

Please send any questions to: hscrc.care-redesign@maryland.gov
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APPENDIX
..

New User Access Request Process Flow
Access Request Process Steps
Downloading the Symantec VIP App
Linking your Symantec Credential
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New User Access Request Process Flow

CMS Contractor Informs
PO/COR of Access Need to

the CCW and provides User
Contact Information User Contact New User Accesses
Information Provided to Mew User Receives CARS to Confirm &
—> CMS OEDA to Send CARS Invite E Complete User
CARS Invite i
External Researcher Requests information
Access via ResDAC (Included in

Request Packet)

v

Remote Identity
Proofing (RIDP)
Occurs

Litilize Experian
Per CM5

CCW Help Creates User Receives CCW

CCW Approves User ID and
— the Mew COW User [
Request Introductory
Account .
Materials
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Access Request Process Steps: Step 1

- MDAPM Exchange Portal Users

— Each hospital may have up to 3 users
« Users were identified on your hospital’s Letter of Intent
« Contact The Lewin Group to replace a user for your hospital

— Portal users should be personnel that will be using the Medicare data
extracts

* Requirements for account registration
— Aunique business e-mail address

— A completed Participation Agreement

— An approved Data Attestation Agreement

g
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Access Request Process Steps: Step 2

* The Lewin Group will compile your hospital's user contact
Information
— First Name
— Last Name
— Unique Business Email
— User’s Hospital

* Your hospital’s user contact information will then be forwarded
to CMS Office of Enterprise Data and Analytics (OEDA) to
Initiate creation of user access credentials

g
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Access Request Process Steps: Step 3

» Users will receive an email from CCW Help with a link and
Instructions

 Click on the link and complete the access request information

Hello John,
Joe Snuth, sent vou an mvite to access the Chromc Conditton Data Warshouse (CCW).
Please follow the Ink below which will only be available for fourteen days. Please access this request before it expiweson 11/19/14 12:00 AM.

hittps:/www.cowdata, orgacces request flow/publicnew request?regld==request TD

Ifyou are unable to create yvour request before it expires, please contact Joe Snuth to request a follow-up mvitation.
Please keep this email until your application is complete. The lmk above will allow you to access vour request during the request process.

Sincerely,
The CCW Team

Gy
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Access Request Process Steps: Step 4

« The New User Request — User Information page will display

Mew User Request - User Information

Saep 1 Saep 3 N Sep 3 Step d Step 3
Lnar isformabon

T i frerealoer Dl oo B PReBLIGl L0 OF BT BOORGE 10 GOELM @ik oF 1ha COW aferonssant. On ly auiiOeDe Loars wil Do Qo aosees

Faagurcd fadds g Moo Wi sl aeier sk () Blud T abie ore raaconiy @nd b Desn Milad) ol Iy O o s
CCW User Agreement

COW Ut Agretmant:

[Thaa CCW Rokdion i provided win funding from e Cantars Tor Madicarn & Medicaid Sarvicea Tor ea by Cually =
Improvement Organizabors, CME_spproved messpech peojects (including pilols), heaithc ans refem projects
inbaragency agreement projects, andior CMS stafl This User Agressen] s designed 1o 1ell you aboul The "
practices raganding collsclion use aad disclopee of inlemalion Bl you may have soceis lo wilh CCW Plaace

be sure fo read this entire User Agreement. In cader bo ersure fe inlegrity, security, and confidenbality of
infenmaton mainiamss by COW, and by parmil Appropridls SScoswe And use of Such dala A% permilad by i

Ehe Uiser enlers inlo Tis Ageeement wilh COW 1o comply wilk Bhe icliowieg speciic paragraphs, The User
FREIEeN|R and wanmants rhed Il Refs Ral 0 R0 TEleade, Mevaal, sy, Jall ranl. Bage, an o -

¥es, | have read and agree 1o these berms: ~

User Information

First Mama: = Basiness Email: * '
Jahn John Dosdsest com

Last Mame: * User's Company or Organizston: =

Doa AEBOCIEER

CCW Profile

CME Daparimant: =

Pragras Hama:

Progect Hame: *

Save Changes Lave and Contnus

 Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 5

« The New User Request — Contact Information page will

s

New User Request - Contact Information
lmpl v’ m: [ ¥hpl [ kol T shp s
// T Confadt /,f' e _;'/ Finshed

Fmcpuine: Tioh Ak TIORI WER 1) SR )

Contact Information

Business Address:™ Telephone:*

(lt28 sTReeT | [ |
| | Telephone Ext:

City:* | |
Gl ] Nobile Phone:

- | |
[ Maryland [+] Fax

Zip Code:" | |
[ 12348 |

| Save Changes | Save and Continen |

 Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 6

 The User Access Request — Information Technology page
will display

User Access Request - Information Technology

FEpT s T Hisp 3 BEp Bis 1
L RO . (= -4 ] 4 =" -]
&
Prica s gLl IRl i st Silad IFErTAler Fiskd SRoe i Sl elnding SOV Pl Of ke 0T

Facpoirec| Seldy are marked ol rec smerak |-

Information Technology Conlaci

'_-"H Hame:" Talepbane
Tas1

l._nl Bl " ) Telaphaone Ext
et

Buisiness Ema " Wobde Phone

Tt T emtopk et oo

 Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 7

 The New User Request — Review page will display

U The Ascecs Roguett Shanger Pad Deen Lutdetofuly taved
New User Request - Review

'l-o« v wp2 et p 4 [ sapt
l.w-l“' Comatits 1T Contact y Reves

g Freses
y S
Ragores Necs S MRS W 180 ST~

User Information

Fust Name: * Busmess Email: *
John Jobhn Doetest.com
Last Name: * User's Company or Organization: *
| Doe Ak ;
CCW Profile

CMS Depastment: *
MM
Program Name: *

Project Name: *

A DD Tt e A A e e S D A0 e A e, S,
R SIS oo o Y P S U e A S e e e e
Information Technology Contact

FirstMame:” Teieoncos
Kast Name:* Telaphone Eat:
Business Exall * Mcdie Prare:

t. TastDtest.com

 Confirm or correct entries then select Save and Continue



Access Request Process Steps: Step 8

- |dentity Confirmation (‘Proofing’)

« Enter requested information and then select Submit
— The personal information you provide is securely encrypted and sent to

Experian

It may look like “phishing” but it is not — your inputs are destroyed as soon as

non-Pl data are retrieved

Fulfiue

Phone Mumbar: ©




Access Request Process Steps: Step 9

* You will have ten minutes to answer five (5) security questions
(which are specific to you)
— Based on non-PI data from credit history — such as make and model of
recent auto lease

— These questions are not meant to be easy to answer
« But only you should know the answer

New User Roquest - Verity identity

naw v’ Swpt V' Swp 2 T Swpd
)aer Bequest Venry toentity Securty Questons
TG PUIY Feas O T CUW errveoremgrd Oty JUEOriDed Lears wel Dy ramied JXives

| L) You have 10 misutes to complete the Security Quastions bafore tha pags timaes owt
L}

09:47 Minutes Remalning.

Security Questions
Y indicates required felds

1. You may have opened a mortgoge loan in or around August 2010, Please select the lender to whom you currently
maoke your mortgoge paymments. [ you do not have a mortgage, select ‘'NONE OF THE ABOVE/DOES NOT APPLY", ©

ISLAND MORTAGE

RUN BOOKLYN MTGE

SINGLE MORTGAGE

ONE HALF BANK

NONE OF THE AROVE/DOES NOT APPLY

2. You may have opened a (TEST/TEST BKCARD) ¢ radit card. Please select the year in which your account was
opened. *

2002

2009

2011

2013

NONLC OF THE ABOVL




Access Request Process Steps: Step 10a

« Once identity is confirmed, the request immediately continues
for CCW approvals

Mew User Request - Confirmation
Thank You!

Your CCW Access Request has been submitted for review and approval. You will receve emall messages at the provided address with
Updates of your request as it is processed. Please refer to these email messages for naxt steps.

Prior io approvzl of acoess jo GO, youw will recere an automad=d email from SO Help. Please check your spamijunk mai folder for email nodficatons from
cewhelngBodit.com. Intemsl securily sysierns within same ongenizations mery dinsct this emai o vour spamsfunk email fekder. Please revdes the information S acouracy
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Access Request Process Steps: Step 10a
(con’t)

* You will receive an email confirming the successful submission
of your registration request

Hello John

You have successfully subrmitted yvour registration request to the Chronic Condiion Data Wareshouse (CCW). Your request

will be reviewed by the mitiator who mwvited you to access CCW, If revisions are required yvou will receive additional
communications. The mitiator will also setup your program access.

smcerelv,
The CCW Team

I EwINGROUP

lewin.com | 42




Access Reqguest Process Steps: Step 10b

 If you are not identified through Experian you will receive
Information from CCW Help to proceed with manual identity
proofing
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Access Request Process Steps: Step 11

* Once approved, CCW Help will create your CCW User ID and
send you instructions for logging in to the CCW VRDC

From: CCWHelp@qdit.com [mailto:CCWHelp@gdit.com]
Sent: Wednesday, February 05, 2014 1:25 PM

To: Doe, Jane Q

Subject: New CCW Account Information

A new account has been created for you in the CCW production environment with the follo“mg dclalls You
will be required to change your password at the next login. Please review the CCW Access -
and Next Steps document for instructional guidance. You may also go directly to the Login P.ng_g to compku
the registration process.

B e O I i e I Y N I A
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Downloading the Symantec VIP App

« To download the Symantec VIP token navigate to:
https://idprotect.vip.symantec.com/desktop/download.v

\/Symantec. VALIDATION & ID PROTECTION CENTER

Home | LeamMore | WneretoUse
Protect Your Online Accounts with VIP Access Desktop

VIP Access Desktop 2.2.1

Important: You must have aoministrative per

Download for Windows s

System Requirements:

® 2 129 ®sapr ®a 1
o Windows™ XP Professional SP3 (32-bit only) or Windows™ 7 SP1, Windows™ 8 and
native ceskiop moce only

X 7.0 T — VIP Access Desktop 1.0.3

Credeatial 10

e Important: You must have adminisirative permission 1o instadl VIP Access

Desktop for Mac
vssts71aa377 L)
Security Code s
; Downioad for Mac

System Requirements:

/,,__ o Mat OS X 10.6 or higher

& Povtacin =)

Select Download for Windows


https://idprotect.vip.symantec.com/desktop/download.v

Downloading the Symantec VIP App (con’t)

* The Download and Install VIP Access Desktop will begin

[ you want to rum or save VIPAccessSetup.ene from idprotectvipsymantec.oom? Eun Save = Cancel

« Select Run from the pop-up window to continue with the
Installation

Gy
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Downloading the Symantec VIP App (con’t)

* The VIP Access Setup Wizard will open

° SeIeCt Next ry‘vxn«m )
| License Agreement Jm‘
Revvew the ioerse agreement Defore rstaling VP Access.

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION AND/OR ITS AFFILIATES ("SYMANTEC") IS
WILLING TO UCENSE THE LUCENSED SOFTWARE TO YOU AS THE
INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WL BE
UTILIZING THE LICENSED SOFTWARE (REFERENCED BELOW AS "YOU" OR
"YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
ME THIS 1ICENSE AGREEMENT 1" WENSE AGREEMENT™I REAN THE TERAAS ©
* 9 [ accept he terms n the koense agroement

1 do rot acoept the terms N the loerse agreement

2 metecd

| Cance B-EETEE-J
-

* Review the License Agreement and select the “I accept the
terms in the license agreement” radio button.

 Select Next



Downloading the Symantec VIP App (con’t)

« The Select Install Location window will open
« Select Next

.
B VIP Access o v
Ready to Install the Program J| .

Valdation &
1D Pretactian
\
Select Irgtal to begn the installaton, |

£f you want to reveew or change any of your nstalaton settings, select Back. Select Cancel
%0 exit the wizard

 Then select Install



Downloading the Symantec VIP App (con’t)

« Allow the installation to complete
rQ_\M’ Access ) “ﬁ

v

l Symantec.

ImstaliShield Wizard Completed

VIP Access nstalied successfidly.

Note: Go % Al Programs from the Start meny to leunch YIP
Acoess

|
| = - c==

* Then select Finish to complete the installation



Linking your Symantec Credential

* A VIP Access icon shortcut will appear on the user’s desktop.
Select the icon to open VIP Access

— Your Credential ID is the number on top, it never changes

— Enter your Credential ID and security code. Be sure to enter the security
code within its 30 second window

* VIP Access

" Crodential ID
VSSTS57144377 ' Credential ID

Security Code @24 | |

723062 °©
s,

g
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Linking your Symantec Credential (con’t)

« To register a token navigate to: https://www.ccwdata.org/vipssp
« Enter CCW credentials in the User Name and Password fields
« Select Sign In

Welcome to the Symantec® VIP Self Service Portal

To access the Self Service Portal, enter your user name and passwaord, and click Sign In.

User Name

Password

Enabled by:

E‘ymantﬂn.
alidation &
1D Protection

Sign In




Linking your Symantec Credential (con’t)

« Select Register

/Symantec VIP SELF SERVICE PORTAL CCW/VRDC

Select Your Credentiad

R A .ot b ey
1§ JE W8 3 W TNEAA P o P
WL, CTRORTEE 1) Wy T
-—
P s el W VR Y

- h

el I R
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Linking your Symantec Credential (con’t)

 Create a Credential Name

« Enter the Credential ID and Security Code from the previously
downloaded token

— Note that Security Code changes every 30 seconds

\/Symamec VIP SELF SERVICE PORTAL COW/VRDC

‘our Credenti;
eoenta Ty
R v E—
- e h
Contwrtnt 0 szwpie
VO S P Secairy Cord
Becs) troet)
Secuny Code h
Serurry Code enpmures.
13249 3
e
WP Sy » WP Sacariy Card
- (Froat) w
Cancel e «

e Select Submit



Linking your Symantec Credential (con’t)

« A green window will appear when registration is successful

 Create a PIN and Confirm the PIN

— This PIN will be used every time you log into a Multi-Factor Authentication
screen

\/Symantec. VIP SELF SERVICE PORTAL CCW/VRDC

J You have successiully registered JLU245.

Enter a securty code from this credential the next time you Sign i,

Create Your PIN
To help secure your attount you tan creaie a PIN 10 use with 3 VIP secunty code when 2CCessng your 0rgancaton's services
Confirm PIN: h
| Cancel Creote il

 Select Create



Linking your Symantec Credential (con’t)

« A green window will appear when a PIN is successfully created

Waomar Registerad Devices

I I T R R
Ko dawvices ane curmdy

Mg STETRD WY IS addgune

P

Tl £ EREE pour £ uien PR

MLAC] your admMET IS 5 remdg 3 Cumanly-remambansd dev

e

ITETa11) i
v’Symantec. VIP SELF SERVICE PORTAL CCW/VRDC
u Wom have success Fully cresfed yom FIH
Manage Your Credentials
This WIP SiaiT Seivite Poital anEDias joul 10 PegiBie, 18l O P4l £ Mo DRntinis, You Cai M Mamawe Erad enlRs Mom poLr sespusd
Yol Regrtered Cregantiah Regsar another credental? Hegistes

) Onty 20 remembered devices can be ragistened i your SCCoUN 38 ANY onE Bme.

IEwINGR

EWINGGROUP
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